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1. [bookmark: 1.__Purpose_and_Scope_]Purpose and Scope	
This Standard Operating Procedure (SOP) documents the end-to-end operational workflow through which ELRC TRADING Pty Ltd ("ELRC") fulfills its AML/CTF compliance obligations as a reporting entity under the Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth). The SOP is binding on all staff, Authorized Representatives, and service providers engaged in compliance-related functions.
This SOP governs the following sequential process stages:
· Stage 1: Customer Identification & KYC Documentation Collection
· Stage 2: Automated Sanctions & PEP Screening (via ComplyAdvantage)
· Stage 3: Manual Review and Risk Classification
· Stage 4: Senior Approval and Onboarding Decision
· Stage 5: Ongoing Transaction Monitoring
· Stage 6: Regulatory Reporting (SMR / TTR / IFTI)
· Stage 7: Record Retention and Audit Trail
2. [bookmark: 2.__Roles_and_Responsibilities_]Roles and Responsibilities	

	Role
	Title
	Responsibilities

	CO
	Compliance Officer
	Overall AML/CTF program ownership; SMR/TTR filing; final approval for high-risk onboarding; staff training oversight; AUSTRAC liaison

	CS
	Compliance Specialist
	Day-to-day KYC document review; initial screening result assessment; manual review for yellow/potential matches; escalation to CO

	OM
	Operations Manager
	Transaction monitoring alert triage; escalation of suspicious patterns to CO; IFTI coordination with banking partners

	SR
	Sales/Relationship Manager
	Client-facing KYC document collection; client communication during onboarding; no authority to override compliance decisions

	IT
	IT/Systems Administrator
	Screening tool configuration; audit log management; system access controls; data backup



3. [bookmark: 3.__Stage_1_—_Customer_Identification_&_]Stage 1 — Customer Identification & KYC Collection	
3.1 [bookmark: 3.1__Trigger_]Trigger
Stage 1 is initiated when a prospective Business Client submits an account application via the ELRC Platform or through the Relationship Manager.
3.2 [bookmark: 3.2__Required_Documentation_Checklist_]Required Documentation Checklist


	#
	Document / Information
	Source
	Verification Method

	1
	Certified Certificate of Incorporation / ASIC Company Extract
	Client
	ASIC database verification

	2
	Constitution / Articles of Association
	Client
	Document review

	3
	Board Resolution authorizing account opening & AR appointment
	Client
	Original/certified copy

	4
	Certified ID for each Authorized Representative (passport or driver's licence)
	Client
	Document + facial verification

	5
	Proof of residential address for each AR (utility bill / bank statement < 90 days)
	Client
	Document review

	6
	Beneficial Ownership Declaration (25%+ threshold)
	Client
	Certified declaration + ASIC check

	7
	Certified ID for each UBO (25%+ ownership)
	Client
	Document + database check

	8
	Business profile: nature of business, transaction types, expected volumes, source of funds
	Client
	Interview + supporting docs

	9
	ABN/ACN verification
	ELRC (ABR)
	ABR public register

	1
0
	Signed ELRC Terms of Use, Corporate Terms, and AML Acknowledgement
	Client
	Digital/wet signature



3.3 [bookmark: 3.3__Document_Acceptance_Standards_]Document Acceptance Standards
· All certified copies must bear the certifier's full name, occupation, signature, date, and statement that the copy is a true and correct copy of the original.
· Identity documents must be current (not expired). Expired documents are rejected.
· Proof of address documents must be dated within 90 days of submission.
· Non-English documents must be accompanied by a certified translation into English.
· Incomplete applications are returned to the client within 2 business days with a written list of outstanding items.
SLA: KYC package must be fully assembled within 5 business days of application submission. Applications not completed within 10 business days are automatically closed and require re-submission.


4. [bookmark: 4.__Stage_2_—_Automated_Sanctions_&_PEP_]Stage 2 — Automated Sanctions & PEP Screening	
4.1 [bookmark: 4.1__Screening_Trigger_and_System_]Screening Trigger and System
Automated screening is initiated by the Compliance Specialist immediately upon receipt of a complete KYC package. ELRC utilizes ComplyAdvantage for automated sanctions and PEP database screening. Screening is mandatory for all the following parties before any onboarding decision is made:
· The Business Client entity
· All Authorized Representatives
· All Ultimate Beneficial Owners (UBOs)
· Any party identified as exercising significant control
4.2 [bookmark: 4.2__Screening_Process_—_Step_by_Step_]Screening Process — Step by Step


	

1
	Prepare Screening Submission
CS logs into ComplyAdvantage portal using assigned credentials.
Creates new client record: entity name, ABN/ACN, registration jurisdiction, incorporation date.
Adds all individuals: full legal name (as per ID), date of birth, nationality, country of residence.
Tags each individual with their role: AR / UBO / Director / Controller.


▼
	
2
	Execute Automated Screening
System screens against: DFAT (Australian) sanctions lists, UN consolidated list, OFAC SDN list, EU consolidated list, UK HMT list, 1,100+ global watchlists, PEP databases (national and international), Adverse media databases.
Screening typically completes within 30–120 seconds.
Screenshot/PDF report generated automatically and stored in client file.


▼
	
3
	Review Results — Green (No Match)
System returns GREEN status for all screened parties. CS documents result in the Client Risk Assessment Form. Proceeds directly to Stage 3 (Manual Risk Classification).


▼
	

4
	Review Results — Yellow (Potential Match)
System returns YELLOW/AMBER for one or more parties.
CS initiates manual review: compares match data (name, DOB, nationality) against client information.
Cross-references additional data sources (ASIC, news, client-provided information). If false positive confirmed: CS documents rationale → proceeds to Stage 3.
If true match or unresolved: escalates to Compliance Officer.


▼


	

5
	Review Results — Red (Confirmed Match)
System returns RED status indicating a confirmed or high-confidence sanctions/PEP match.
CS immediately escalates to Compliance Officer — no further onboarding steps taken. CO consults legal counsel and Senior Management.
Account application is rejected. Client is not informed of the reason (tipping-off prohibition). If existing client: account suspended immediately; SMR filed with AUSTRAC if required.



4.3 [bookmark: 4.3__Ongoing_Re-Screening_Schedule_]Ongoing Re-Screening Schedule

	Screening Event
	Frequency
	Responsible

	New client onboarding
	Each instance
	Compliance Specialist

	New Authorized Representative addition
	Each instance
	Compliance Specialist

	Change of UBO / beneficial ownership
	Each instance
	Compliance Specialist

	Active client periodic re-screening
	Quarterly minimum
	Compliance Specialist (batch)

	Physical currency TTR capture (≥AUD 10,000 cash — s.43 AML/CTF Act)
	Per transaction
	Compliance Specialist

	Adverse news / suspicious activity alert
	Event-triggered
	Compliance Officer

	Annual comprehensive client review
	Annually
	Compliance Officer + CS



5. [bookmark: 5.__Stage_3_—_Manual_Risk_Classification]Stage 3 — Manual Risk Classification	
5.1 [bookmark: 5.1__Risk_Scoring_Framework_]Risk Scoring Framework
Following automated screening clearance, the Compliance Specialist completes a Client Risk Assessment Form (CRAF), assigning scores across the following risk dimensions:

	Risk Factor
	Weight
	Indicators

	Client business type & industry
	20%
	Higher risk: money services, gambling, real estate, shell companies; Lower risk: manufacturing, retail, professional services

	Geographic exposure
	25%
	Higher risk: FATF grey/black list countries, high-corruption jurisdictions; Lower risk: FATF compliant, Australian counterparties

	UBO / ownership complexity
	20%
	Higher risk: complex multi-layer structures, nominee arrangements; Lower risk: direct ownership, known individuals

	Transaction profile
	20%
	Higher risk: large volumes, unusual patterns,
cash-intensive; Lower risk: consistent, commercially explainable

	PEP exposure
	15%
	Higher risk: any PEP or close associate identified; Lower risk: no PEP connections



5.2 [bookmark: 5.2__Risk_Rating_Outcomes_]Risk Rating Outcomes

	Rating
	Score Range
	EDD Required?
	Review Frequency

	LOW
	0–39
	Standard CDD only
	Annual re-assessment

	MEDIUM
	40–69
	Enhanced documentation on source of funds
	6-month re-assessment

	HIGH
	70–84
	Full EDD: source of wealth, third-party verification, senior approval
	Quarterly re-assessment

	UNACCEPTAB LE
	85–100
	Reject — do not onboard
	N/A



6. [bookmark: 6.__Stage_4_—_Approval_Decision_]Stage 4 — Approval Decision	
6.1 [bookmark: 6.1__Approval_Authority_Matrix_]Approval Authority Matrix

	Client Risk Rating
	Decision Authority
	Documentation Required

	LOW
	Compliance Specialist
	Completed CRAF + screening clearance

	MEDIUM
	Compliance Officer
	CRAF + EDD note on source of funds + CO sign-off




	Client Risk Rating
	Decision Authority
	Documentation Required

	HIGH
	Compliance Officer + Senior Management
	Full EDD file + CO recommendation + SM written approval

	UNACCEPTABLE
	Compliance Officer (rejection)
	Rejection notice (internal only) + incident log



6.2 [bookmark: 6.2__Post-Approval_Onboarding_]Post-Approval Onboarding
· Written account approval confirmation sent to client via registered email within 1 business day of approval decision.
· Client assigned a unique ELRC Client Reference Number (CRN) in the compliance management system.
· Risk rating and monitoring frequency recorded in system and calendar reminders set.
· Relationship Manager briefed on any specific monitoring requirements or transaction restrictions applicable to the client.
Rejection decisions: The client is notified that their application was unsuccessful. No reason is provided. Under no circumstances should the existence of a sanctions match or SMR filing be disclosed to the client (tipping-off prohibition, AML/CTF Act s.123).


7. [bookmark: 7.__Stage_5_—_Ongoing_Transaction_Monito]Stage 5 — Ongoing Transaction Monitoring	
7.1 [bookmark: 7.1__Transaction_Monitoring_Controls_]Transaction Monitoring Controls
ELRC applies transaction monitoring controls to all active client transactions. Monitoring activities include:
· Real-time review of transaction instructions against the client's established business profile and expected transaction parameters.
· Automated alerts for transactions at or above AUD 10,000 in physical currency (TTR threshold).
· Automated IFTI capture for all international funds transfer instructions.
· Pattern analysis: identification of structuring, layering, round-dollar transactions, rapid funds movement.
· Counterparty screening against sanctions lists for each new transaction recipient.
7.2 [bookmark: 7.2__Suspicious_Activity_Escalation_Proc]Suspicious Activity Escalation Procedure


	
A
	Alert Identified
Operations Manager or Compliance Specialist identifies a suspicious transaction indicator (see AML Policy Section 7.1 for full indicator list).
Alert logged in the Transaction Monitoring Log with: date/time, client CRN, transaction details, indicator type.


▼
	
B
	Initial Assessment (within 4 hours)
CS conducts initial assessment: reviews client history, transaction context, counterparty information.
Outcome A — No further concern: document rationale → close alert → continue monitoring.
Outcome B — Ongoing concern: escalate to Compliance Officer.


▼
	
C
	Compliance Officer Review (within 8 hours of escalation)
CO reviews full client file, transaction history, escalation note.
CO may request additional information from client (without revealing suspicion — tipping-off rules apply).
CO decides: (1) Close — no reportable matter; (2) File SMR with AUSTRAC; (3) Freeze transaction pending investigation.


▼
	
D
	AUSTRAC Reporting (if required)
Terrorism financing suspicion: SMR filed within 24 hours of forming suspicion (s.41 AML/CTF Act).
All other suspicious matters: SMR filed within 3 business days of forming suspicion. Physical cash AUD 10,000+: TTR filed within 10 business days of transaction.
All international fund transfer instructions: IFTI filed within 10 business days.



8. [bookmark: 8.__Stage_6_—_Regulatory_Reporting_(SMR_]Stage 6 — Regulatory Reporting (SMR / TTR / IFTI)	
8.1 [bookmark: 8.1__Overview_and_Legal_Basis_]Overview and Legal Basis
ELRC is required under the AML/CTF Act 2006 (Cth) to file mandatory reports with AUSTRAC in respect of certain transactions and suspicious matters. This Stage documents the procedures for each report type. All reports are filed by, or under the direct authority of, the Compliance Officer via AUSTRAC Online. The obligation to report cannot be delegated to a third-party screening tool provider
— ELRC retains full legal responsibility for the accuracy and timeliness of all filings.
Critical: All report deadlines run from the time suspicion is FORMED (for SMRs) or the transaction OCCURS (for TTRs/IFTIs) — not from when the investigation is completed. Missing deadlines is a strict liability matter under the AML/CTF Act.

8.2 [bookmark: 8.2__Suspicious_Matter_Reports_(SMRs)_]Suspicious Matter Reports (SMRs)
8.2.1 [bookmark: 8.2.1__Trigger_—_When_Must_an_SMR_Be_Fil]Trigger — When Must an SMR Be Filed?
An SMR must be filed with AUSTRAC whenever ELRC suspects on reasonable grounds that a customer, transaction, or attempted transaction:
· May be relevant to the investigation or prosecution of a money laundering or terrorism financing offence;
· May be relevant to the investigation or prosecution of an offence against a Commonwealth, State, or Territory law;
· Is structured to avoid triggering a threshold transaction report;
· Involves the proceeds of crime; or
· May be relevant to the enforcement of the AML/CTF Act, the Financial Transaction Reports Act, or tax laws.
There is NO minimum dollar threshold for an SMR. Suspicion can be triggered by any transaction of any value, or even by an attempted transaction or an unusual pattern of behaviour with no specific transaction.


8.2.2 [bookmark: 8.2.2__SMR_Reporting_Timelines_(s.41_AML]SMR Reporting Timelines (s.41 AML/CTF Act)

	Suspicion Type
	Deadline
	Consequence of Breach

	Suspicion relates to TERRORISM FINANCING or TERRORISM FINANCING OFFENCE
	24 HOURS from forming suspicion
	Criminal offence — up to 5 years imprisonment (s.41(5))

	ALL OTHER suspicious matters (money laundering, proceeds of crime, structuring, evasion etc.)
	3 BUSINESS DAYS
from forming suspicion
	Civil penalty — up to 500 penalty units per breach



8.2.3 [bookmark: 8.2.3__SMR_Filing_Procedure_—_Step_by_St]SMR Filing Procedure — Step by Step

	
1
	Suspicion Formed — Start the Clock
The moment the CO forms a 'reasonable suspicion', the reporting deadline begins — regardless of whether an investigation is still ongoing.
CO records the date/time suspicion was formed in the SMR Investigation Log.




	
	For terrorism financing suspicion: CO immediately notifies Senior Management and begins the 24-hour countdown.
For all other matters: CO begins the 3 business day countdown.


▼
	

2
	Gather Required Information
CO collects: client CRN and full KYC file, transaction details (date, amount, parties, wallets/accounts), specific grounds for suspicion (documented in plain language), any supporting evidence (transaction records, screening alerts, communications).
CO documents the investigation rationale — why suspicion was formed and what evidence supports it.
Note: The SMR report contents are strictly confidential and must not be disclosed to the subject client.


▼
	
3
	File SMR via AUSTRAC Online
CO logs into AUSTRAC Online (www.austrac.gov.au) using ELRC's registered credentials. Completes the SMR form: entity details, reporter details, subject details, transaction details, grounds for suspicion.
Submits the report and notes the AUSTRAC-issued Report Reference Number (RRN). Downloads and saves the filed SMR confirmation (PDF) to the secure SMR filing folder.


▼
	


4
	Post-Filing Actions
CO records the RRN, filing date/time, and whether the deadline was met in the SMR Investigation Log.
CO determines whether the client's account should be suspended or closed (separate compliance decision).
CO briefs Senior Management on the filing.
All SMR-related documents retained for 7 years in a secure, access-controlled folder (separate from general client files).
CRITICAL: No disclosure to the subject client that a report was filed — tipping-off prohibition applies (s.123 AML/CTF Act). See Section 8.5 below.



8.3 [bookmark: 8.3__Threshold_Transaction_Reports_(TTRs]Threshold Transaction Reports (TTRs)
8.3.1 [bookmark: 8.3.1__Trigger_—_What_Must_Be_Reported?_]Trigger — What Must Be Reported?
A TTR must be filed for every transaction involving the transfer of PHYSICAL CURRENCY (cash) of AUD 10,000 or more, or the foreign currency equivalent. This threshold applies to:
· A single cash transaction of AUD 10,000 or more;
· Two or more related cash transactions that together total AUD 10,000 or more (structuring — which is also itself a suspicious matter requiring an SMR);
· Any other transfer that is solely or partly in physical currency where the total is AUD 10,000 or more.Important: The TTR threshold applies ONLY to physical currency (notes and coins). It does NOT apply to electronic funds transfers, digital currency transactions, or bank transfers — regardless of amount.
However, large electronic transactions may still trigger SMR obligations or EDD requirements under ELRC's risk-based approach.


8.3.2 [bookmark: 8.3.2__TTR_Reporting_Timeline_and_Proced]TTR Reporting Timeline and Procedure

	Step
	Action Required

	Deadline
	TTR must be filed within 10 business days of the date the threshold transaction occurs (s.43 AML/CTF Act).

	Responsible Officer
	Compliance Officer (or Compliance Specialist under CO supervision).

	Step 1 — Identify
	Operations Manager or CS identifies that a cash transaction of AUD 10,000+ has been received or paid. Alert recorded in the Transaction Monitoring Log.

	Step 2 — Notify CO
	CO notified within 1 business day of the transaction. CO confirms TTR obligation applies and initiates the 10 business day countdown.

	Step 3 — Collect data
	Gather: exact transaction amount and currency, date and time, client CRN and full name, nature of transaction, source/destination of funds, any designated service details.

	Step 4 — File via AUSTRAC Online
	CO logs into AUSTRAC Online and completes the TTR form. Submits and saves RRN and confirmation PDF.

	Step 5 — Log and retain
	Record in TTR Log: transaction date, amount, client, RRN, filing date, filed by. Retain records for 7 years.

	Step 6 — Assess for SMR
	CO separately assesses whether the nature or pattern of the transaction also triggers an SMR obligation (e.g., structuring, unusual purpose, high-risk client). If yes, SMR filed independently.




8.4 [bookmark: 8.4__International_Funds_Transfer_Instru]International Funds Transfer Instructions (IFTIs)
8.4.1 [bookmark: 8.4.1__Trigger_—_What_Must_Be_Reported?_]Trigger — What Must Be Reported?
An IFTI must be filed for every international funds transfer instruction (in either direction — inbound or outbound) regardless of value. This includes:
· All instructions to transfer money into Australia from overseas (inbound IFTIs);
· All instructions to transfer money from Australia overseas (outbound IFTIs);
· Any SWIFT, telegraphic transfer, or equivalent electronic funds transfer crossing Australian borders.
There is NO minimum dollar threshold for IFTIs. A transfer of AUD 1 that crosses an international border must be reported.
ELRC's IFTI reporting is primarily executed through its banking partners who act as the financial institution transmitting the funds. However, ELRC retains the independent obligation to capture and report IFTI data for all cross-border transactions it facilitates. ELRC records all required IFTI data fields and coordinates with its primary bank relationship manager to ensure full compliance.

8.4.2 [bookmark: 8.4.2__IFTI_Reporting_Timeline_and_Requi]IFTI Reporting Timeline and Required Data Fields

	Item
	Detail

	Deadline
	Within 10 business days of the day the transfer instruction is sent or received (s.45 AML/CTF Act).

	Responsible
	Compliance Officer — with Operations Manager capturing data at transaction level.



Required data fields for each IFTI filing:


	Sender Information
	Recipient Information

	Full legal name of sender
	Full legal name of recipient

	Sender's account number / wallet address
	Recipient's account number / wallet address

	Sender's address (registered)
	Recipient's address (if known)

	Sender's financial institution (name, BSB)
	Recipient's financial institution (name, country, SWIFT)

	Transfer amount and currency
	Receiving amount and currency

	Date of instruction
	Purpose of transfer (if known)



8.5 [bookmark: 8.5__Tipping-Off_Prohibition_]Tipping-Off Prohibition
⚠ STRICT CRIMINAL PROHIBITION — ALL STAFF MUST COMPLY	
Section 123 of the AML/CTF Act makes it a criminal offence to disclose to any person — including the subject of a report, their lawyers, associates, or any other party — that:
· An SMR has been, is being, or may be filed in relation to them or any transaction;
· A transaction monitoring investigation is underway;
· Information about a person has been provided to AUSTRAC or law enforcement.

	Scenario
	Correct Response

	Client asks why their account was suspended
	State only: 'Your account is under review for compliance purposes. We are unable to provide further details at this time.'

	Client demands to know if a report was filed
	Do not confirm or deny. Refer to Legal/CO. No explanation of the reason for any restriction is required.

	Client's lawyer requests information about the investigation
	Do not disclose. All legal requests must be directed to ELRC's legal counsel immediately. Do not respond without CO and legal approval.

	Staff member mentions investigation to colleague not involved in it
	This is also a potential tipping-off risk. Information about SMR investigations is strictly need-to-know. Never discuss with other staff members who are not directly involved.



Maximum penalty for tipping off: 2 years imprisonment and/or significant financial penalties (s.123 AML/CTF Act). This prohibition applies even after the account is closed and the investigation is complete.
8.6 [bookmark: 8.6__AUSTRAC_Reporting_Log_—_Summary_Reg]AUSTRAC Reporting Log — Summary Register
The Compliance Officer maintains a master Reporting Register with a record of every AUSTRAC report filed. This register is separate from client files and is classified RESTRICTED. It is reviewed monthly by the CO and annually as part of the AML/CTF Program review.

	Repo rt Type
	Client CRN
	Trans
. Date
	Amount / Currency
	Suspicion Formed / Trans. Date
	Filed Date (RRN)
	Filed by / Notes

	SMR
	[CRN]
	[Date]
	N/A
	[Date/Time]
	[Date] / [RRN]
	[CO Name] — [brief note]




	Repo rt Type
	Client CRN
	Trans
. Date
	Amount / Currency
	Suspicion Formed / Trans. Date
	Filed Date (RRN)
	Filed by / Notes

	TTR
	[CRN]
	[Date]
	AUD [X]
cash
	[Date of txn]
	[Date] / [RRN]
	[CO Name]

	IFTI
	[CRN]
	[Date]
	[Amount] [CCY]
	[Date of instruction]
	[Date] / [RRN]
	[CO Name]

	[ADD ROW S AS FILE D]
	
	
	
	
	
	



9. [bookmark: 9.__Stage_7_—_Record_Keeping_]Stage 7 — Record Keeping	
8.1 [bookmark: 8.1__Retention_Requirements_]Retention Requirements
All AML/CTF compliance records must be retained for a minimum of 7 years from the date of record creation, in accordance with Part 10 of the AML/CTF Act.
8.2 [bookmark: 8.2__Record_Categories_and_Storage_]Record Categories and Storage

	Record Type
	Retention
	Storage Location

	KYC / identity documents
	7 years from account close
	Secure document management system (encrypted)

	Screening reports (all parties, all dates)
	7 years
	ComplyAdvantage portal + local backup

	Client Risk Assessment Forms (CRAF)
	7 years from last update
	Compliance management system

	SMR filings and investigation notes
	7 years
	AUSTRAC Online record + internal system (separate secure folder)

	TTR records
	7 years
	AUSTRAC Online + internal transaction system

	IFTI records
	7 years
	AUSTRAC Online + internal transaction system

	Transaction monitoring alerts and resolutions
	7 years
	Transaction Monitoring Log (tamper-evident system)

	Staff training records
	7 years
	HR system + Compliance Department files



10. [bookmark: 10.__Document_Control_]Document Control	

	Version
	Date
	Approved By
	Summary of Changes

	1.0
	01 February 2026
	Compliance Officer
	Initial issue — full SOP established for ELRC AML/CTF operations


This SOP is subject to annual review and must be updated within 30 days of any material regulatory change. All staff are required to confirm they have read and understood the current version of this SOP as part of their annual AML/CTF training.

