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1.  Policy Purpose and Scope
This Information Security Policy ("Policy") establishes the framework and minimum standards for protecting information assets, systems, and data held by ELRC TRADING Pty Ltd ("ELRC"). The Policy applies to all employees, contractors, Authorized Representatives, and third-party service providers who access ELRC systems or handle ELRC data.
This Policy is designed to protect the confidentiality, integrity, and availability of ELRC's information assets, including client personal data and financial transaction records, in compliance with:
1. Privacy Act 1988 (Cth) and Australian Privacy Principles
1. AML/CTF Act 2006 (Cth) — record-keeping and data security obligations
1. ISO/IEC 27001:2022 Information Security Management principles
1. AUSTRAC cybersecurity expectations for reporting entities
2.  Information Classification
	Classification
	Examples
	Handling Requirements

	RESTRICTED
	AUSTRAC report filings, SMR details, SAR investigation files
	Encrypt in transit & at rest; CO access only; never transmitted via unencrypted email

	CONFIDENTIAL
	KYC documents, client PII, UBO data, banking details, this Policy
	Encrypt in transit; role-based access; internal use only

	INTERNAL
	SOPs, training materials, operational processes
	Accessible to all staff; not for external distribution without approval

	PUBLIC
	Terms of Use, Privacy Policy, Risk Warning Statement
	No restrictions; approved for public release



3.  Access Control
3.1  Principle of Least Privilege
All system access is granted on the basis of the minimum permissions required to perform the relevant job function. Access rights are reviewed at minimum annually and whenever a staff member changes role or departs.
3.2  Authentication Requirements
1. All ELRC systems require password authentication with a minimum of 12 characters, including uppercase, lowercase, numerals, and special characters.
1. Multi-factor authentication (MFA) is mandatory for: all cloud systems, banking portals, AUSTRAC Online, ComplyAdvantage, email, and remote access.
1. Shared accounts and generic logins are prohibited. Each user must have a unique, individually identified account.
1. Default system passwords must be changed before any system is placed into production.
3.3  Access Provisioning and De-provisioning
1. New staff access is provisioned only upon receipt of written approval from the Compliance Officer or IT Administrator.
1. Upon departure, all system access must be revoked within 4 hours of the employee's last working day.
1. Contractor and third-party access is time-limited and revoked upon expiry of the engagement.
3.4  Privileged Access
1. Administrative/privileged accounts are maintained separately from standard user accounts and used only when required for specific administrative tasks.
1. All privileged access activities are logged and reviewed quarterly by the Compliance Officer.


4.  Data Encryption
4.1  Encryption at Rest
1. All data classified as RESTRICTED or CONFIDENTIAL must be encrypted at rest using AES-256 encryption or equivalent.
1. Laptops, mobile devices, and removable storage media containing ELRC data must be encrypted using full-disk encryption.
1. Database encryption: client data, transaction records, and compliance files stored in databases must be encrypted at the field or tablespace level.
4.2  Encryption in Transit
1. All data transmitted over public networks must be encrypted using TLS 1.2 or higher.
1. Email transmission of CONFIDENTIAL or RESTRICTED information is prohibited without encryption (e.g., S/MIME or PGP) or use of a secure file transfer portal.
1. API communications with third-party systems (ComplyAdvantage, banking APIs, AUSTRAC Online) must use HTTPS/TLS with certificate validation.
4.3  Key Management
1. Encryption keys must not be stored in the same location as the data they protect.
1. Key rotation occurs annually or upon suspected compromise.
1. Key escrow arrangements must be documented and approved by the Compliance Officer.
5.  Network Security
1. ELRC's production network is protected by a next-generation firewall configured to deny all traffic except explicitly permitted connections.
1. Network segmentation: the compliance management system and banking systems are hosted on isolated network segments not accessible from general-purpose workstations.
1. Intrusion Detection / Prevention System (IDS/IPS) is deployed on the perimeter network.
1. All remote access to ELRC systems is conducted exclusively via VPN with MFA.
1. Wi-Fi networks: the guest network is segregated from the corporate network. WPA3 or WPA2-Enterprise is required.
1. Regular vulnerability scanning of external-facing systems is conducted at minimum quarterly.
1. Penetration testing is conducted annually by an independent third-party security firm.
6.  Cybersecurity Incident Response
6.1  Incident Classification
	Level
	Description
	Examples
	Initial Response Time

	P1 — CRITICAL
	Major breach with potential regulatory notification obligation
	Client data exfiltration, ransomware
	Immediate — within 1 hour

	P2 — HIGH
	Significant breach or system compromise
	Unauthorized privileged access, malware
	Within 4 hours

	P3 — MEDIUM
	Suspected breach or policy violation
	Phishing click, suspicious access
	Within 24 hours

	P4 — LOW
	Near-miss or minor policy violation
	Lost USB (unencrypted), weak password
	Within 72 hours



6.2  Incident Response Steps
1. DETECT: Any staff member who identifies a suspected incident must immediately notify the IT Administrator and Compliance Officer via the designated incident hotline/email.
1. CONTAIN: IT Administrator isolates affected systems to prevent further damage.
1. ASSESS: Compliance Officer and IT Administrator jointly assess scope of breach, data types affected, and regulatory obligations.
1. NOTIFY: If personal data has been involved, Compliance Officer assesses obligation to notify OAIC under the Notifiable Data Breaches scheme (Privacy Act 1988). Where transaction data is involved, AUSTRAC notification may be required.
1. ERADICATE: Root cause identified and eliminated. Systems restored from clean backups.
1. RECOVER: Systems restored and verified before returning to production.
1. REVIEW: Post-incident review completed within 5 business days; lessons learned documented.
6.3  Regulatory Notification Timelines
1. OAIC Notifiable Data Breach: Notification required within 30 days of becoming aware that an eligible data breach has occurred (Privacy Act s.26WH).
1. AUSTRAC: Incident affecting AML/CTF compliance capability must be notified to AUSTRAC in accordance with regulatory engagement obligations.


7.  Security Controls Matrix
	Ctrl ID
	Security Control
	Requirement / Standard
	Status

	SC-01
	Multi-factor authentication on all critical systems
	Mandatory for all cloud/compliance/banking systems
	IMPLEMENTED

	SC-02
	AES-256 encryption at rest for CONFIDENTIAL data
	All client PII, transaction records, compliance files
	IMPLEMENTED

	SC-03
	TLS 1.2+ encryption in transit
	All external API communications and email
	IMPLEMENTED

	SC-04
	Role-based access control (RBAC)
	Least privilege principle; access reviewed annually
	IMPLEMENTED

	SC-05
	Next-generation firewall
	Perimeter network protection; deny-by-default rule
	IMPLEMENTED

	SC-06
	IDS/IPS system
	Perimeter and internal network monitoring
	IMPLEMENTED

	SC-07
	Full-disk encryption on mobile devices
	All laptops and company mobile devices
	IMPLEMENTED

	SC-08
	Quarterly vulnerability scans
	External-facing systems; remediation within 30 days for high/critical
	IMPLEMENTED

	SC-09
	Annual penetration testing
	Independent third-party; scope includes cloud and internal systems
	IMPLEMENTED

	SC-10
	Automated access de-provisioning on termination
	Access revoked within 4 hours of departure
	IMPLEMENTED

	SC-11
	Security awareness training (annual)
	All staff; phishing simulation included
	IMPLEMENTED

	SC-12
	Security incident log (tamper-evident)
	All incidents P1–P4 recorded and reviewed quarterly
	IMPLEMENTED

	SC-13
	VPN mandatory for remote access
	Enforced by network policy; MFA required
	IMPLEMENTED

	SC-14
	ISO 27001 alignment review
	Annual gap analysis against ISO/IEC 27001:2022
	IN PROGRESS



8.  Third-Party and Vendor Security
1. All third-party vendors with access to ELRC systems or data must complete a security assessment before engagement, including review of their information security policy, evidence of encryption controls, and data handling commitments.
1. ComplyAdvantage: Security review conducted annually. Data Processing Agreement (DPA) in place. Data hosted in United Kingdom / EU (ComplyAdvantage primary data centers). Data Processing Agreement in place; compliant with Australian Privacy Principles for overseas disclosure under Privacy Act 1988 (Cth).
1. Cloud service providers (e.g., AWS/Azure/GCP): Hosting must be in Australia or jurisdictions with equivalent data protection standards. Security configuration reviewed quarterly.
1. Banking APIs: Access limited to Compliance Officer and IT Administrator. All API keys rotated quarterly and stored in a secrets management vault.
1. All vendor agreements include: data breach notification obligation (within 72 hours), right-to-audit clause, data deletion on termination, and compliance with Australian Privacy Principles.
9.  Policy Compliance and Review
1. All ELRC staff are required to acknowledge and comply with this Policy as a condition of employment. Acknowledgement is renewed annually.
1. Non-compliance may result in disciplinary action up to and including termination of employment.
1. This Policy is reviewed annually by the Compliance Officer and IT Administrator and updated within 30 days of any material change in regulatory requirements or significant security incident.
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