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1.  Plan Purpose and Objectives
This Business Continuity and Disaster Recovery Plan ("BCP/DRP") documents ELRC TRADING Pty Ltd's strategies and procedures for maintaining operations and restoring services following a disruptive event. The Plan is designed to ensure ELRC can continue to meet its regulatory obligations under the AML/CTF Act 2006 (Cth) and its contractual obligations to Business Clients, even in the event of significant operational disruption.
The Plan is governed by the following recovery objectives:
1. Recovery Time Objective (RTO): Critical compliance systems restored within 4 hours; all other business systems within 24 hours.
1. Recovery Point Objective (RPO): Maximum data loss tolerance of 24 hours (daily backup minimum; critical systems backed up in real-time or every 4 hours).
1. Annual BCP test: Full BCP tabletop exercise conducted annually; results documented and shared with the Compliance Officer.
2.  Business Impact Assessment
	Critical Function
	Dependency
	Max Downtime Tolerated
	Recovery Priority
	Alternate Procedure

	AML/CTF transaction monitoring
	ComplyAdvantage
	2 hours
	P1
	Manual screening using DFAT/AUSTRAC web portals

	AUSTRAC regulatory reporting (SMR/IFTI/TTR)
	AUSTRAC Online portal
	4 hours
	P1
	Manual paper/email submission per AUSTRAC contingency guidance

	Client KYC / onboarding system
	Cloud document management
	8 hours
	P2
	Manual document collection and paper files

	Banking and payment settlement
	Bank API + treasury system
	4 hours
	P1
	Direct bank relationship manager contact; manual wire instructions

	Email communications
	Microsoft 365 / Google Workspace
	2 hours
	P2
	Mobile phone; pre-established alternative email provider

	Staff access — physical office
	Surrey Hills, VIC 3127
	Immediate if needed
	P2
	Remote work capability for all staff (VPN + cloud tools)



3.  Disruptive Event Scenarios and Response
3.1  Scenario A — IT System Outage (Non-Ransomware)
1. Trigger: ELRC's cloud platform, compliance management system, or banking API becomes unavailable.
1. Immediate: IT Administrator assesses scope; notifies CO and Senior Management within 30 minutes.
1. Alternative procedure: Activate manual compliance monitoring using DFAT and AUSTRAC websites for sanctions screening. All transactions paused pending system restoration or manual override approval from CO.
1. Recovery: IT Administrator restores from latest backup (RPO: 4 hours for critical systems). RTO target: 4 hours.
1. Client communication: Relationship Manager notifies affected Business Clients of delay via phone; no specific system details disclosed.
3.2  Scenario B — Ransomware / Cybersecurity Incident
1. Trigger: Malware detected on ELRC systems; systems encrypted or data compromised.
1. Immediate: IT Administrator isolates all affected systems within 1 hour of detection. All ELRC systems taken offline. Incident classified P1.
1. Notification: Compliance Officer notified immediately. External incident response firm engaged (see contact list in Section 7). If personal data affected: OAIC notified within 30 days; AUSTRAC notified per regulatory obligations.
1. Recovery: Restore from clean offline backups (stored on air-gapped media; updated daily). Do NOT pay ransom — restore from backup only.
1. Regulatory: AUSTRAC notified of any compliance capability disruption. Annual compliance report to document the incident.
3.3  Scenario C — Key Personnel Unavailability
1. Trigger: Compliance Officer or other key staff member is suddenly unavailable (illness, resignation, emergency).
1. Compliance Officer unavailability: Senior Management designates an acting CO within 4 hours. If no qualified internal candidate: engage external AML compliance consultant (contact in Section 7).
1. For extended CO absence (>5 business days): AUSTRAC notified of change in compliance function as appropriate.
1. Succession plan: All compliance procedures documented in this BCP and the AML SOP to enable continuity.
3.4  Scenario D — Loss of Physical Office
1. Trigger: Office at Surrey Hills VIC 3127 is inaccessible (fire, flood, structural damage, public health order).
1. All staff are equipped with remote work capability (laptop, VPN access, MFA-enabled).
1. Business continuity site: [INSERT ALTERNATE OFFICE ADDRESS, if applicable, or confirm fully remote capability].
1. Physical compliance documents: Critical originals stored in fireproof safe; digital copies maintained in encrypted cloud storage accessible from any location.


4.  Data Backup and Recovery
4.1  Backup Schedule
	Data Category
	Backup Frequency
	Backup Type
	Storage Location

	AML/CTF compliance records (KYC, screening, SMRs)
	Real-time + Daily
	Encrypted cloud backup
	[INSERT CLOUD PROVIDER + REGION]

	Transaction records and audit logs
	Every 4 hours
	Encrypted cloud backup
	[INSERT CLOUD PROVIDER + REGION]

	Client KYC documents
	Daily
	Encrypted cloud + offline weekly
	Cloud + air-gapped external HDD

	Email and communications
	Daily
	Microsoft 365 / Google Vault
	Cloud provider native backup

	System configuration and code
	On change + weekly snapshot
	Git repository + cloud backup
	[INSERT REPO + CLOUD]



4.2  Backup Testing
1. Backup restoration is tested quarterly. Test results are documented in the IT Administrator's backup test log.
1. Full system restoration drill is conducted annually as part of the BCP test.
5.  Crisis Communication Plan
5.1  Internal Communication
1. Primary: Email to all@elrctrading.com + direct phone calls to key personnel.
1. Secondary: WhatsApp group (ELRC Crisis Team) for real-time coordination when email is unavailable.
1. All internal crisis communications are logged and retained as part of the incident record.
5.2  External Communication
1. Business Clients: Relationship Manager contacts affected clients by phone within 2 hours of a P1 incident. Template messages approved by CO.
1. AUSTRAC: CO contacts AUSTRAC via the designated regulatory liaison channel (AUSTRAC Online / phone) within the timeframes specified in ELRC's regulatory obligations.
1. OAIC (data breach): Privacy Officer (or CO acting in this capacity) contacts OAIC within 30 days of identifying an eligible data breach.
1. Media: No public statements without written approval from Senior Management. All media inquiries redirected to: legal@elrctrading.com.
6.  BCP Testing and Maintenance
	Activity
	Frequency
	Owner
	Last Completed

	BCP tabletop exercise
	Annual
	Compliance Officer
	[DD/MM/YYYY]

	Backup restoration test
	Quarterly
	IT Administrator
	[DD/MM/YYYY]

	Emergency contact list review
	Semi-annual
	Compliance Officer
	[DD/MM/YYYY]

	Staff BCP awareness training
	Annual (as part of AML training)
	Compliance Officer
	[DD/MM/YYYY]

	BCP document review & update
	Annual or post-incident
	Compliance Officer
	01 February 2026



7.  Emergency Contact Directory
	Role / Organization
	Contact Name
	Phone
	Email / Details

	Compliance Officer (primary)
	[INSERT NAME]
	[INSERT MOBILE]
	compliance@elrctrading.com

	Acting CO / Senior Management
	[INSERT NAME]
	[INSERT MOBILE]
	[INSERT EMAIL]

	IT Administrator
	[INSERT NAME]
	[INSERT MOBILE]
	[INSERT EMAIL]

	External AML Compliance Consultant
	[INSERT FIRM NAME]
	[INSERT PHONE]
	[INSERT EMAIL]

	External Cyber Incident Response Firm
	[INSERT FIRM NAME]
	[INSERT PHONE]
	[INSERT EMAIL]

	Primary Bank — Relationship Manager
	[INSERT NAME]
	[INSERT PHONE]
	[INSERT EMAIL]

	AUSTRAC Contact Centre
	—
	1300 021 037
	www.austrac.gov.au

	OAIC (data breach)
	—
	1300 363 424
	www.oaic.gov.au

	Police / Emergency
	—
	000 (emergency) / 131 444 (non-emergency)
	—
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