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1.  Purpose and Scope
This Third-Party Vendor Management Policy ("Policy") establishes the framework for identifying, assessing, onboarding, monitoring, and offboarding all third-party service providers engaged by ELRC TRADING Pty Ltd. It applies to vendors that provide services material to ELRC's compliance obligations, financial operations, or client-facing services.
This Policy is particularly relevant to ELRC's obligations under the AML/CTF Act 2006 (Cth), including AUSTRAC guidance on reliance on third-party compliance tool providers (ss. 37A, 38 AML/CTF Act), and the Privacy Act 1988 (Cth) requirements for overseas data disclosure.
2.  Vendor Classification
	Tier
	Description
	Examples
	Due Diligence Level

	Tier 1 — Critical
	Access to client data, AML/CTF functions, or financial systems
	ComplyAdvantage, banking partners, cloud hosting
	Full enhanced due diligence + annual review

	Tier 2 — Important
	Operational services without direct data access
	Legal counsel, external auditors, HR platform
	Standard due diligence + bi-annual review

	Tier 3 — Standard
	General business services
	Office supplies, facilities, generic SaaS tools
	Simplified due diligence + annual review



3.  Tier 1 Vendor Due Diligence Requirements
3.1  Pre-Engagement Assessment
Before engaging any Tier 1 vendor, the Compliance Officer must complete a Vendor Due Diligence Assessment covering the following areas:
1. Regulatory status: Confirm vendor is a recognised compliance tool provider, regulated entity, or Authorised Deposit-taking Institution (ADI) as applicable.
1. AML/CTF compliance: Obtain evidence of vendor's own AML/CTF program, compliance certifications, and any regulatory enforcement history.
1. Data security: Review vendor's information security policy, data encryption standards, incident response procedures, and any relevant certifications (e.g., ISO 27001, SOC 2).
1. Data hosting: Confirm data is hosted in Australia or jurisdictions with equivalent data protection standards. Obtain confirmation of data residency in writing.
1. Financial stability: Review vendor's financial health (publicly available information, credit checks, or financial statements as appropriate) to assess business continuity risk.
1. Sanctions screening: Screen vendor entity, key personnel, and ownership through ELRC's screening tool before engagement.
1. Reference checks: Obtain at least two references from other Australian financial services or fintech clients of the vendor where possible.
3.2  Contractual Requirements for Tier 1 Vendors
All Tier 1 vendor agreements must include the following provisions:
1. Data Processing Agreement (DPA): Compliance with Australian Privacy Principles; restrictions on secondary use of ELRC data; data deletion obligations on termination.
1. Security standards: Commitment to maintain encryption in transit and at rest; notification of security incidents within 72 hours.
1. Right to audit: ELRC or its appointed auditor reserves the right to conduct an audit of the vendor's compliance controls with reasonable notice.
1. Regulatory cooperation: Vendor must cooperate with AUSTRAC or other regulatory authority requests relating to ELRC's compliance activities.
1. Sub-processor disclosure: Vendor must disclose all sub-processors and obtain ELRC's approval before engaging new sub-processors who will access ELRC client data.
1. Termination and data return: Vendor must return or destroy all ELRC data within 30 days of termination; provide written certification of data destruction.
1. SLAs: Service level agreements must specify uptime guarantees, screening response times, and escalation procedures.
4.  Current Tier 1 Vendor Register
4.1  AML/CTF Screening Tool Provider
	Field
	Detail

	Vendor Name
	ComplyAdvantage 

	Service
	Automated sanctions screening, PEP screening, adverse media monitoring

	Tier Classification
	Tier 1 — Critical

	Contract Type
	Master Service Agreement (MSA) + Data Processing Agreement

	Contract Effective Date
	[01/04/2026]

	Contract Expiry / Review Date
	[01/04/2027]

	Screening Lists Covered
	DFAT, OFAC, UN, EU, HMT, 1,100+ global lists, PEP databases, adverse media

	Data Hosting Location
	United Kingdom / EU (ComplyAdvantage primary data centres). Data Processing Agreement in place; compliant with Australian Privacy Principles for overseas disclosure under Privacy Act 1988 (Cth).

	[bookmark: _Hlk224634577]Security Certification
	ISO 27001:2013 — Certified by BSI (British Standards Institution)

	Incident Notification Clause
	Yes — within 72 hours of security incident

	Right to Audit
	Yes — with 10 business days written notice

	Last Due Diligence Review
	[Nil]

	Next Due Diligence Review
	[30/06/2026]

	Responsible Officer
	Compliance Officer



4.2  Primary Banking Relationship
	Field
	Detail

	Bank Name
	[NAB]

	Account Type(s)
	[Business Transaction Account]

	BSB
	[083-004]

	Account Number
	[42-221-0892]



5.  Ongoing Vendor Monitoring
1. All Tier 1 vendors are subject to annual due diligence review. Material changes to vendors' security posture, regulatory status, or financial health trigger an immediate ad-hoc review.
1. Vendor performance against SLAs is reviewed quarterly by the Compliance Officer.
1. Any vendor security incident notification triggers immediate escalation to the Compliance Officer and an impact assessment.
1. Vendor sanctions screening: All Tier 1 vendors (entity + key identified personnel) are re-screened through ComplyAdvantage annually and upon any change in vendor ownership or key personnel.
1. Vendor termination: If a Tier 1 vendor fails to meet security, compliance, or performance standards, the Compliance Officer prepares a vendor termination recommendation for Senior Management approval. A 90-day transition period is planned for Tier 1 replacements.
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